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IT Skills to support SMEs 
innovation

Have an awareness of the 
technologies that deliver 

innovation in SMEs

Understand how your 
organization creates, 

delivers, and captures 
value for customers

Design strategies for the 
creation of non-compete 

spaces
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IT Skills to support SMEs 
innovation

Apply a continuous 
innovation model to improve 

your businesses

Understand environment 
and the impact of change 

in the organisation

Apply the knowledge obtained to 
design and carry out an action 
plan to boost innovation within 

your organisation
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INTRODUCTION
This module focuses on IT skills in SME innovation. It 
covers key concepts and strategies for innovation in small 
and medium-sized enterprises, including 
entrepreneurship, digital transformation, and the use of 
emerging technologies.

✔ Unit 1: Provides an overview of entrepreneurship and 
innovation, including market analysis and value chain 
analysis. It also highlights the importance of a 
human-centered design thinking process and a strong 
entrepreneurial team.

✔ Unit 2: Focuses on the definition and importance of 
SMEs, as well as the characteristics, objectives, 
strategies, and challenges of SME innovation. It also 
covers IT skills and emerging technologies for SME 
innovation.
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INTRODUCTION
✔ Unit 3: Addresses the definition and factors influencing 

digital transformation in SMEs, including the use of 
digital technologies and big data in SME innovation. It 
also covers data sharing in SMEs.

✔ Unit 4: Explores the differences between innovation and 
entrepreneurship, business models and lean start-up 
methodology, customer value creation, and data-driven 
business models. It also covers the cognitive enterprise 
and change management.

✔ Unit 5: Introduces AI technologies and applications, 
benefits of AI for start-ups, and future trends in 
technology and innovation.
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Introduction to entrepreneurship
Unit 1: Entrepreneurship and innovation

understand the human center design, 
the value chain and the market analysis

gain insight and awareness of what is 
entrepreneurship

understand the characteristics of an 
entrepreneur

be offered an overview of what is a 
good idea 
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Introduction to entrepreneurship
Unit 1: Entrepreneurship and innovation

In the last decades, we have witnessed the appraisal of the Entrepreneur and the entrepreneurial mindset. 
We see this trend in conferences, media, policy makers and off course the startup waves discussing the 
entrepreneurship as never before. 
What is common to more references though, is that all of them discuss entrepreneurship to be related with 
a need, an opportunity, an idea and a significant level of risk taken by one person or a group. 

TO MAKE IT SIMPLE IT IS ALL ABOUT…  

Entrepreneurship is the mindset and process to create 
and develop economic activity by blending 
risk-taking, creativity and/or innovation with 
business management, within a new or an existing 
organisation. 
(Commission of the European Communities, 2003)

What is 
entrepreneurship? 
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Introduction to entrepreneurship
Unit 1: Entrepreneurship and innovation

What is 
entrepreneurial 

activity?

Entrepreneurial activity is the enterprising human 

action in pursuit of the generation of value, through the 

creation or expansion of economic activity, by 

identifying and exploiting new products, processes or 

markets.  Entrepreneurship is the phenomenon 

associated with entrepreneurial activity. 
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Introduction to entrepreneurship
Unit 1: Entrepreneurship and innovation

A good Idea
The entrepreneurial IDEA & Myths

“You cannot connect the 
dots looking forward, 
you connect the dots 

only by looking backwards”
- Steve Jobs  , co-founder of Apple, investor, and media proprietor.“ 

” 
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Introduction to entrepreneurship
Unit 1: Entrepreneurship and innovation

MYTH 1: Idea arises from nothing.  

You are lucky or not (Absolutely Not)
A great idea will come after cultivating your knowledge base for years 
and experiencing different situations so when you come up with a stimuli will 
probably make a  connection  that  will give you this new idea.

MYTH 2: I need a great Idea to launch my own business

1. The need comes before the Idea. First you identify the need and then you have 
2. to construct an idea for a sustainable business venture.
3. Merely having an idea doesn’t mean you are willing to take action

85% started business based on their peoples’ ideas 15% on their own idea
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Introduction to entrepreneurship
Unit 1: Entrepreneurship and innovation

MYTH 4: I trust my idea, it will work  

As H. Duckworth puts it straight:  
«I trust my idea doesn’t mean it is right, it means
 I am willing to test it» 
…actually, all an entrepreneur needs is that!

MYTH 3: There are so many companies with resources and people with ideas 

1. The need comes before the Idea. First you identify the need and then you have 
to construct an idea for a sustainable business venture.

2. Merely having an idea doesn’t mean you are willing to take action

Absolutely Not. As Gladwell puts it: 
 “Upstart companies, with their new 
  solutions to   old problems, often can 
  beat Goliaths” 
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Introduction to entrepreneurship
Unit 1: Entrepreneurship and innovation

Listen, Understand, Empathize
The solution doesn’t come 

from knowledge, 
Instead, it comes from understanding. 

Human Centered Design 
practices focus on a common 
understanding of user needs 

that can improve strategic 
decision-making as well as 
increase the effectiveness 

of individual programs.
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Human Centered Design Thinking Process
Unit 1: Entrepreneurship and innovation
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Market Opportunity / Analysis
Unit 1: Entrepreneurship and innovation

An entrepreneur will seek 
for an opportunity and 
mobilize all available resources
to succeed his/her plan. 

Entrepreneurs have an ability to 
recognize opportunities  by 
watching the trends and they take 
initiative to change the status quo. 

You cannot reach a destination you don’t know where it is. 
It is all about a great  plan to reach your goals and more 
important careful and effective execution.  
A great plan means nothing without  a proper execution.

Great execution
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Value creation
Unit 1: Entrepreneurship and innovation

The market has significant responses 
to products and services, according to
the value these create for the end user. 

Value is the end benefit that the 
consumer receives from your offering. 
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Entrepreneurship
Unit 1: Entrepreneurship and innovation

“If I had to ask people what they want, they would say…faster 
horses”

A Challenge  
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The Value Chain Analysis  
Unit 1: Entrepreneurship and innovation

Porter’s value chain framework (Porter 1985) analyzes value creation at the firm level. 

Value chain analysis identifies the activities of the firm and then studies the 
economic implications of those activities. 

Value can be created by 
differentiation along 
every step of the value 
chain,  through activities 
resulting in products and 
services that lower buyers’ 
costs and raise buyers’ 
performance. 

HUMAN RESOURCES

TECHNOLOGY

STRATEGY

RESEARCH & DEVELOPMENT

Inbound 
Logistics

Production 
& 

Operations

Outbound 
Logistics

Marketing 
& Sales Service

Support
ing 

Activity

Primary 
Activity

M
argin
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Unit 1: Entrepreneurship and innovation

Innovation
Something new with unique 

value.

Novelty
Something new with low 

value.

Invention
Value through usage.

INNOVATION refers to the implementation of a 

new or improved idea, method, product or service.

NOVELTY refers to something new or original, but 

may not necessarily have practical or marketable 

value.

INVENTION refers to the creation of a new 

product, device or process through the application 

of imagination and inventive skills.

Innovation



21
181

Unit 1: Entrepreneurship and innovation

Innovation

gain insight and awareness of what is 
innovation

understand the steps to reach to 
innovation

be offered a snapshot of different 
styles of entrepreneurial start-ups
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Innovation in 4 ways
Unit 1: Entrepreneurship and innovation

(OSBORN’S CLASSIFICATION)

1 Developmental Innovations – existing services to 
existing user group modified or improved. 

2Expansionary Innovations – existing services to 
new user groups  

4Total Innovations –  new services to new users

3 Evolutionary Innovations – new services to 
existing users  
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Innovation
Unit 1: Entrepreneurship and innovation

There is a great buzz over the startups. But why is that happening, 
and why ? Are they different from traditional businesses? 
Well, more or less, we are talking about entrepreneurship itself…

A startup is a company working to solve a problem where the 
solution is not obvious and success is not guaranteed.

“A company 
five years old 
can still be a 
startup”  

“Startups seek 
financial investment 
differently 
than most small 
business 
operations”  

Startups are different from traditional businesses primarily 
because they are designed to grow fast.

Startup is a state of mind. Entrepreneurship as well.
Startupper = Practical visionaries

” 
“ 
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Innovation
Unit 1: Entrepreneurship and innovation

Α STARTUP ΗACKS THE 
VALUE CHAIN  

Acknowledges what really creates 
value for the user 

Invests in what creates value   

✔ Entrepreneurship is all about identifying a 
need, crafting an idea, taking 
advantage of a market opportunity plan 
and performing a great execution. 

✔ Entrepreneurs differ 
from self employed in mentality and from 
the innovation that is embedded in their 
business model. 

✔ You don’t need to build a startup 
to succeed. You can succeed by 
building your business in an 
innovative entrepreneurial way and 
deliver significant value.



25
181

Unit 1: Entrepreneurship and innovation

8 steps from idea to Marketplace

1

2

3

4

5

6

7

8
Identify the need. 
What is missing from 
the marketplace, is it 

an opportunity? 

Understand the 
customer. Who is 
your customer, what 
he/she wants, how 
is expected to react 

Define the idea that 
will serve our 

audience need

Map the stakeholders. 
Who are involved and 
influence the venture, 
potential synergies, 

competitors, constraints etc.

Build your value 
proposition 

Identify 
your 

resources
  

Build a plan  

Pilot Test it, 
feedback 
and test it 

again
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Unit 1: Entrepreneurship and innovation

Team start-ups guide

Connecting with technical team leads and startup founders
Preparing to partner with a cofounder
Create traction for your business idea

Remember your core values, strengths & weaknesses

Before getting started on your business idea, it’s wise to speak to veterans of the 
sectors that you are interested in. These specialists will be able to offer rich 
industry knowledge, provide helpful feedback and give you access to a 
network of people who could be suitable tech cofounder candidates.

Identify the qualities of your ideal technical cofounder
Before you dive into your search for a cofounder, it’s important to 

identify exactly what you’re looking for.

Now that you’ve identified the kind of person you’d 
like to work with, the next step is to think about the 
best way to meet them.

3

2

1



27
181

Unit 1: Entrepreneurship and innovation

Entrepreneurial team
As a team we can define a group of people with common goals and a shared vision. The 

vision and mission and values are instruments that ensure the cohesion in a team, allowing the 
members to keep working on the same track, but as we said in creativity unit, the environment is 

what matters most. 

TASK
The union happens for a specific 
task to be 
performed, continuous, occasio
nal or else. The team must be 
consistent and aware that they 
united for a specific 
purpose to deliver this task. 

A GROUP OF PEOPLE  
Different people with different 
set of skills, values, beliefs  

COMMON GOAL
Different beliefs and values but a common goal and 
vision unites the team and harmony exists as long as this 
is vivid. 

In more details a team needs:  
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1. What is entrepreneurship?
A. Creating a new idea with a significant level of risk taken only by one person
B. Creating and developing economic activity by blending risk taking, creativity and/or 

innovation with business management.
C. Expanding a business idea by finding new ways to exploit old products without creating 

new ones

2. What are the three important things in 
entrepreneurship?

A. Good Idea, Market Opportunity, Great Execution
B. Great Idea, Great team working, Great Plan
C. Successful Business, Innovative products, Value through 

usage

3. How important is a great plan for a successful business?
A. A successful business only needs a great plan
B. A great plan means nothing without a proper execution 
C. Great execution is not important. All is about a good plan. 

Quiz 
Unit 1: Entrepreneurship and innovation
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4. What is a good entrepreneurial idea?
A. An idea that rises from nothing
B. A new solution to an old problem
C. A brilliant idea that does not need testing

5. Human centered design focuses on
A. Understanding of user needs that can improve strategic 

decision-making
B. Clear understanding of the product to increase the 

effectiveness
C. Seeking of an opportunity for a successful economic 

activity

6. What is innovation?
A. Something new with low value 
B. Something new with unique value
C. Product’s value comes through usage

Quiz 
Unit 1: Entrepreneurship and innovation
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7. To achieve effective systems thinking, someone should
A. Examine the linkages and interactions between the components of a system
B. Understand the system and then proceed to make profit out of it
C. Listen to the customers’ needs and build on your products with new ideas

8. Which of the following sentences is true?
A. Solution does not come from knowledge.
B. Solution does come from understanding the situation.
C. Solution comes from knowledge.

9. Team start-ups guide focuses on
A. Remembering of core values, strengths & weaknesses in every decision
B. Clear understanding of the product to demand for new features from sponsors
C. Seeking of an opportunity to demonstrate your product for a successful economic activity

Quiz 
Unit 1: Entrepreneurship and innovation
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Unit 1: Entrepreneurship and innovation
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Unit 2: SMEs innovation

Introduction

SMEs…

Micro, small and medium-sized enterprises (SMEs) 
constitute 99% of companies in the EU. They provide 
two-thirds of private sector jobs and contribute to more than 
half of the total added value created by businesses in the 
EU.
-European Commission

Small and medium-sized enterprises (SMEs) are 
businesses with a relatively small number of employees 
and limited revenue compared to large corporations. 
They typically have fewer resources and market influence 
but play a crucial role in driving economic growth and job 
creation. 
SMEs are a crucial component of the global economy, and 
play a vital role in driving economic growth, job creation, 
and entrepreneurship.



35
181

Unit 2: SMEs innovation

Importance of SMEs in the economy

✔ SMEs make up a large portion of the 
business community and contribute 
significantly to the economy. 

✔ SMEs are known for their ability to 
drive innovation and competition, and 
they play a key role in diversifying the 
economy. 

✔ They bring new ideas, products, and 
services to market, and often serve as 
a testing ground for new technologies 
and business models. They create 
jobs, stimulate competition, and drive 
innovation. 

✔ They also help to distribute wealth 
and reduce the concentration of 
economic power in large corporations.

CC BY

https://creativecommons.org/licenses/by/3.0/
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Unit 2: SMEs innovation

Characteristics of SMEs

SMEs are typically characterized by

1. their small size, 

1. limited financial and human resources,

1. and close relationship between owners 
and employees. 



37
181

Unit 2: SMEs innovation

Characteristics of SMEs

Unlike large corporations, SMEs are often 
more flexible and responsive to changes in 
the market, and they can adapt quickly to 
changing customer needs and preferences.

They are also known for their strong customer 
focus and personal touch, and often target 
specific niche markets or geographic regions. 

Additionally, SMEs typically have a flat organizational 
structure, with owners and senior management 
having direct access to employees, which allows for 
quick decision-making and increased efficiency

Flexible

Customers

Structure
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Unit 2: SMEs innovation

Objectives of SMEs Innovation

Increased 
competitiveness

Improved 
products and 
services

Enhanced 
efficiency and 
productivity

Increased market 
share

Diversification 
and growth

Improved 
customer 

satisfaction
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Unit 2: SMEs innovation

Objectives of SMEs Innovation

INCREASED COMPETITIVENESS 
One of the main objectives of SME 
innovation is to increase 
competitiveness in the market. By 
introducing new products, services, or 
processes, SMEs can differentiate 
themselves from competitors and 
capture a larger market share.

IMPROVED PRODUCTS AND 
SERVICES 

Innovation can also help SMEs 
improve the quality and 
functionality of their products and 
services. This can lead to 
increased customer satisfaction 
and loyalty, which is essential for 
long-term business success.
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Unit 2: SMEs innovation

Objectives of SMEs Innovation

ENHANCED EFFICIENCY AND 
PRODUCTIVITY

Innovation can also help SMEs 
improve their internal processes and 
operations, leading to increased 
efficiency and productivity. By 
streamlining processes and reducing 
waste, SMEs can lower costs and 
increase profitability.

DIVERSIFICATION AND 
GROWTH 

Innovation can also help SMEs 
diversify their product offerings 
and expand into new markets, 
leading to sustainable business 
growth.
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Unit 2: SMEs innovation

Objectives of SMEs Innovation

INCREASED MARKET SHARE
By introducing new and improved 
products and services, SMEs can 
capture a larger market share and 
increase their customer base.

IMPROVED CUSTOMER 
SATISFACTION

By constantly improving their 
products and services, SMEs can 
increase customer satisfaction 
and loyalty, leading to repeat 
business and positive 
word-of-mouth marketing.
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Unit 2: SMEs innovation

Factors affecting SMEs innovation

Access to 
funding and 
resources

Managerial 
capabilities

Market demand

Technological 
advancements

Competition

Government 
support
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ACCESS TO FUNDING AND 
RESOURCES

The availability of funding and 
resources is a key factor affecting 
SME innovation. Without adequate 
funding, SMEs may struggle to invest 
in R&D, hire specialized personnel, or 
acquire the technology needed to 
innovate.

MANAGERIAL CAPABILITIES
The skills and knowledge of SME 
management and leadership play 

a critical role in innovation. 
Effective leadership and 

management can foster a culture 
of innovation, and provide the 

necessary support and resources 
to drive innovation efforts.

Unit 2: SMEs innovation

Factors affecting SMEs innovation
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MARKET DEMAND 
The demand for new and improved 
products and services in the market is 
another factor affecting SME 
innovation. Understanding market 
needs and trends can help SMEs 
identify opportunities for innovation.

COMPETITION
Competition is a major driver of 
innovation, and SMEs must be 
aware of their competitors' 
strategies and capabilities in order 
to stay ahead.

Unit 2: SMEs innovation

Factors affecting SMEs innovation
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TECHNOLOGICAL 
ADVANCEMENTS

Technological advancements can also 
play a role in SME innovation. By 
keeping up with the latest 
technological developments, SMEs 
can improve their products and 
processes, and remain competitive in 
the market.

GOVERNMENT SUPPORT
Government support can also 
play a role in SME innovation, 
through policies and programs 
that provide funding, tax 
incentives, and technical 
assistance.

Unit 2: SMEs innovation

Factors affecting SMEs innovation
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Developing an 
innovation 
strategy

Building a culture 
of innovation

Encouraging 
experimentation 
and risk-taking

Investing in R&D 
and technology

Fostering 
collaboration and 

partnerships

Offering 
incentives and 
recognition for 

innovation

Unit 2: SMEs innovation

Strategies for SMEs innovation
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Unit 2: SMEs innovation

Strategies for SMEs innovation

COLLABORATION AND 
PARTNERSHIPS

SMEs can collaborate with other 
businesses, universities, or research 
institutions to access resources and 
expertise they may not have in-house. INCORPORATING 

TECHNOLOGY
Adopting and incorporating new 
technologies can help SMEs 
improve their products and 
processes, increase efficiency, 
and stay ahead of the 
competition.
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Unit 2: SMEs innovation

Strategies for SMEs innovation

EMPLOYEE TRAINING AND 
DEVELOPMENT

Investing in employee training and 
development can help SMEs build a 
knowledgeable and innovative 
workforce, capable of driving the 
company's growth.

MARKET RESEARCH AND 
ANALYSIS

Conducting market research and 
analysis can help SMEs identify 
opportunities for innovation, as 
well as understand customer 
needs and preferences.
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Unit 2: SMEs innovation

Strategies for SMEs innovation

CONTINUOUS IMPROVEMENT 
Encouraging a culture of continuous 
improvement can help SMEs identify 
areas for improvement and drive 
innovation on an ongoing basis.

EXPERIMENTATION AND 
PROTOTYPING

Allowing for experimentation and 
prototyping can help SMEs test 
new ideas and refine their 
innovations before bringing them 
to market.
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Unit 2: SMEs innovation

Challenges for SMEs innovation
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Unit 2: SMEs innovation

Challenges for SMEs innovation

LIMITED 
RESOURCES

LACK OF 
ACCESS TO 

FUNDING

COMPETITION

Smes often have limited resources, including 
funding, personnel, and technology, which 
can constrain their ability to innovate. This 
can make it difficult for smes to invest in R&D, 
hire specialized personnel, or acquire the 
technology needed to drive innovation.

Competition can also be a challenge 
for SMEs, as they may struggle to 

keep up with larger and more 
established companies that have 
more resources and capabilities.

Access to funding is a critical factor for SME innovation, and many 
SMEs struggle to secure the capital they need to invest in R&D 

and other innovation initiatives. This can limit their ability to bring 
new and improved products and services to market.
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Unit 2: SMEs innovation

Challenges for SMEs innovation

LACK OF 
KNOWLEDGE 

AND 
EXPERTISE

UNCERTAINTY

SMEs may lack the knowledge and expertise 
required to identify and pursue innovative 
opportunities, and may not have access to 
specialized personnel or technology.

The uncertainty surrounding 
innovation can also be a challenge, as 
SMEs may struggle to predict market 
demand, customer needs, and other 

factors that can impact the success of 
their innovations.
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Unit 2: SMEs innovation

3. IT skills allow businesses to 
automate and streamline 
processes, leading to increased 
efficiency and cost savingsaa

IT skills enable businesses to collect, process, and analyze large amounts of data to gain insights that can inform business decisions.

Having a strong understanding of these 
technologies and trends, and the ability to 
implement them effectively, is essential for 
businesses that want to stay ahead of the 

curve and remain competitive. 2. IT skills help businesses 
to better understand 
and analyze data to 
make informed 
decisions

1. IT skills enable 
businesses to stay 
up-to-date with the

IT skills in supporting SMEs innovation
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Unit 2: SMEs innovation

BENEFITS
Improved competitiveness 

through the adoption of 
new technologies and 

trends

Increased efficiency 
through automation 
and streamlining of 

processes

Cost savings through the 
optimization of technology 

and processes

CC BY-SA-NC

IT skills in supporting SMEs innovation

https://creativecommons.org/licenses/by-nc-sa/3.0/
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Unit 2: SMEs innovation

Explanation of how IT skills enable SMEs to 
better leverage new technologies and trends

1. Understanding and utilizing new technologies 
can lead to increased business growth
2. Adopting new technologies can improve 
customer experiences and increase customer 
satisfaction
3. IT skills can help SMEs to identify and 
leverage new market opportunities.

This can help SMEs to expand 
into new markets, reach new 
customers, and increase their 

market share.

This can help SMEs to stay 
ahead of the curve and stay 
relevant in their respective 

markets.

This can help SMEs to build 
strong, long-lasting relationships 
with their customers and retain 

their loyalty over time.

IT skills in supporting SMEs innovation
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Unit 2: SMEs innovation

IT skills in supporting SMEs innovation

DIGITAL MARKETING AND E-COMMERCE

DATA MANAGEMENT AND ANALYSIS

CLOUD COMPUTING

CYBERSECURITY

MOBILE APPLICATION DEVELOPMENT

WEBSITE DESIGN AND DEVELOPMENT

BUSINESS INTELLIGENCE

SOCIAL MEDIA MANAGEMENT

1.

2.

3.

4.

5.

6.

7.

8.
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Unit 2: SMEs innovation

IT skills in supporting SMEs innovation

Digital Marketing and e-Commerce - BENEFITS

✔ DIGITAL MARKETING HELPS SMES REACH A WIDER 
AUDIENCE
By utilizing digital marketing channels such as search engines, social 
media, and email, SMEs can reach a wider audience and attract new 
customers.

✔ DIGITAL MARKETING IS COST-EFFECTIVE 
Compared to traditional marketing methods, digital marketing is relatively 
cost-effective and can help SMEs to maximize their marketing budget.

✔ DIGITAL MARKETING ALLOWS FOR TARGETED AND 
PERSONALIZED MARKETING
Digital marketing enables SMEs to target specific customer segments and 
deliver personalized marketing messages. This helps SMEs to build strong 
relationships with their customers and retain their loyalty over time.
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Unit 2: SMEs innovation

IT skills in supporting SMEs innovation

Digital Marketing and e-Commerce - KEY SKILLS

✔ CLEAR GOALS AND OBJECTIVES
A clear understanding of what the business wants to achieve through digital 
marketing is essential for success.

✔ CUSTOMER SEGMENTATION
SMEs should segment their customers based on factors such as demographics, 
interests, and behavior, to better understand their target audience.

✔ CONTENT CREATION AND MANAGEMENT
High-quality, relevant content is critical for attracting and retaining customers.

✔ DIGITAL MARKETING CHANNELS
SMEs should choose the digital marketing channels that are most effective for 
reaching their target audience, such as search engines, social media, and email.

✔ ANALYTICS AND MEASUREMENT
SMEs should regularly monitor and measure the performance of their digital 
marketing campaigns to make informed decisions and optimize their strategy 
over time.
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Unit 2: SMEs innovation

IT skills in supporting SMEs innovation

Data Management and Analysis - BENEFITS

✔ DATA MANAGEMENT AND ANALYSIS ENABLES SMES TO 
MAKE INFORMED DECISIONS
By collecting, managing, and analyzing data, SMEs can gain insights that 
can inform business decisions.

✔ DATA MANAGEMENT AND ANALYSIS HELPS SMES TO 
OPTIMIZE OPERATIONS 
By analyzing data, SMEs can identify inefficiencies and optimize their 
operations to increase efficiency and reduce costs.

✔ DATA MANAGEMENT AND ANALYSIS CAN HELP SMES TO 
GAIN A COMPETITIVE ADVANTAGE
By leveraging data, SMEs can gain a competitive advantage and stay 
ahead of their competitors.
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IT skills in supporting SMEs innovation

Data Management and Analysis - KEY SKILLS

✔ DATA COLLECTION AND MANAGEMENT
SMEs should be able to collect and manage data from various sources, such as 
customer databases, social media, and online marketplaces.

✔ DATA ANALYSIS AND VISUALIZATION
SMEs should have the ability to analyze and visualize data to gain insights and 
inform decision-making.

✔ DATA PRIVACY AND SECURITY
SMEs should be aware of data privacy and security regulations and have the 
necessary skills to protect customer data.

✔ TOOLS FOR DATA MANAGEMENT AND ANALYSIS
SMEs should be familiar with tools such as spreadsheets, databases, and data 
visualization software, to effectively manage and analyze data.
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IT skills in supporting SMEs innovation

Cloud Computing - BENEFITS

✔ COST SAVINGS 
Cloud computing can help SMEs to reduce their IT costs by eliminating the 
need for expensive hardware and software.

✔ INCREASED FLEXIBILITY AND SCALABILITY
Cloud computing enables SMEs to easily scale their IT infrastructure as 
their business grows, without the need for additional hardware.

✔ IMPROVED DATA SECURITY
Cloud computing providers offer robust security measures to protect 
customer data, reducing the risk of data breaches.

✔ ANYTIME, ANYWHERE ACCESS 
Cloud computing enables SMEs to access their data and applications from 
anywhere, at any time, making it easier for employees to work remotely.
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IT skills in supporting SMEs innovation

Cloud Computing - KEY SKILLS

✔ CLOUD COMPUTING ARCHITECTURE
SMEs should understand the different types of cloud computing and the benefits 
and drawbacks of each.

✔ CLOUD SECURITY
SMEs should be familiar with cloud security best practices and know how to 
secure their data in the cloud.

✔ CLOUD DEPLOYMENT AND MANAGEMENT
SMEs should know how to deploy and manage their applications and data in the 
cloud, using tools such as cloud management platforms.

✔ VIRTUALIZATION
SMEs should have a basic understanding of virtualization and how it relates to 
cloud computing.
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IT skills in supporting SMEs innovation

Cybersecurity - BENEFITS

✔ CYBERSECURITY HELPS TO PROTECT SENSITIVE DATA
SMEs store a large amount of sensitive data, such as customer information, 
financial data, and trade secrets, that need to be protected from 
cyberattacks.

✔ CYBERSECURITY HELPS TO PROTECT THE REPUTATION OF 
THE BUSINESS
A data breach can have a negative impact on the reputation of an SME and 
harm its reputation and brand.

✔ CYBERSECURITY IS A LEGAL REQUIREMENT
In many countries, there are legal requirements for businesses to protect 
customer data and ensure that their cybersecurity measures are up to date.
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IT skills in supporting SMEs innovation

Cybersecurity - KEY SKILLS

✔ NETWORK SECURITY
SMEs should be familiar with network security concepts and technologies, such 
as firewalls and encryption, to protect their networks from cyberattacks.

✔ CYBERSECURITY POLICIES AND PROCEDURES
SMEs should have clear policies and procedures in place for protecting sensitive 
data and responding to security incidents.

✔ EMPLOYEE TRAINING
SMEs should provide regular training to employees on cybersecurity best 
practices to reduce the risk of human error.

✔ TOOLS FOR CYBERSECURITY
SMEs should use tools such as antivirus software, intrusion detection systems, 
and vulnerability scanning to protect their systems from cyberattacks.
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IT skills in supporting SMEs innovation

Mobile Application Development - BENEFITS

✔ INCREASED VISIBILITY
Developing a mobile application can help SMEs to reach a wider audience 
and increase their visibility.

✔ IMPROVED CUSTOMER ENGAGEMENT
A well-designed mobile application can improve customer engagement and 
build stronger relationships with customers.

✔ INCREASED REVENUE
A mobile application can provide SMEs with a new channel for generating 
revenue, through in-app purchases or advertising.
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IT skills in supporting SMEs innovation

Mobile Application Development - KEY SKILLS

✔ MOBILE DEVELOPMENT PLATFORMS AND TOOLS
SMEs should be familiar with mobile development platforms and tools, such as 
iOS and Android SDKs, to develop high-quality mobile applications.

✔ USER EXPERIENCE (UX) DESIGN
SMEs should understand the principles of UX design and be able to design 
user-friendly mobile applications.

✔ MOBILE APP ARCHITECTURE
SMEs should have a good understanding of mobile app architecture and be able 
to design scalable and robust mobile applications.

✔ MOBILE APP TESTING AND DEPLOYMENT
SMEs should be familiar with mobile app testing methodologies and be able to 
deploy their mobile applications to app stores.
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IT skills in supporting SMEs innovation

Website Design and Development - BENEFITS

✔ A PROFESSIONAL WEBSITE HELPS TO BUILD THE BRAND 
AND REPUTATION OF THE BUSINESS
A well-designed website can help to build the brand and reputation of an 
SME and attract new customers.

✔ A WEBSITE IS AN IMPORTANT MARKETING TOOL
A website can be used to promote the products and services of an SME and 
reach a wider audience.

✔ A WEBSITE PROVIDES A PLATFORM FOR E-COMMERCE
A website can be used to sell products and services online and provide a 
convenient way for customers to make purchases.
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IT skills in supporting SMEs innovation

Website Design and Development - KEY SKILLS

✔ HTML, CSS, AND JAVASCRIPT
SMEs should be familiar with HTML, CSS, and JavaScript to design and develop 
websites.

✔ WEB DESIGN TOOLS
SMEs should be familiar with web design tools, such as Adobe Photoshop and 
Illustrator, to create visual elements for their websites.

✔ CONTENT MANAGEMENT SYSTEMS (CMS)
SMEs should be familiar with content management systems, such as WordPress, 
to manage their websites and update content easily.

✔ USER EXPERIENCE (UX) DESIGN
SMEs should understand the principles of UX design and be able to design 
user-friendly websites.
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IT skills in supporting SMEs innovation

Business Intelligence - BENEFITS

✔ Business Intelligence (BI) is a suite of technologies, tools, and 
processes used to collect, store, access, and analyze data to drive 
better decision making. 

✔ SMEs can benefit from business intelligence by gaining insights 
into their operations and making data-driven decisions. 

✔ BI helps SMEs identify new opportunities, improve operational 
efficiency, and increase profitability. 

✔ With the ability to access real-time data, SMEs can make informed 
decisions, identify trends and patterns, and optimize their 
operations.
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IT skills in supporting SMEs innovation

Business Intelligence - KEY SKILLS

✔ UNDERSTANDING OF DATA WAREHOUSING AND DATA 
MANAGEMENT

✔ KNOWLEDGE OF DATA VISUALIZATION AND DASHBOARD 
CREATION

✔ COMPETENCY IN USING BI TOOLS AND SOFTWARE SUCH AS 
TABLEAU OR POWERBI

✔ KNOWLEDGE OF DATA MINING, PREDICTIVE ANALYTICS, AND 
MACHINE LEARNING

✔ ABILITY TO WORK WITH LARGE DATA SETS AND MANIPULATE 
DATA USING SQL

✔ KNOWLEDGE OF STATISTICS AND DATA ANALYSIS TECHNIQUES
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IT skills in supporting SMEs innovation

Social Media Management - BENEFITS

✔ Social Media Management is the process of managing a 

company's presence and interaction on social media platforms. 

✔ SMEs can benefit from having a strong presence on social 

media by building brand awareness, connecting with 

customers, and generating leads. 

✔ Social media also provides a platform for SMEs to showcase their 

products and services, and engage with their target audience.
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IT skills in supporting SMEs innovation

Social  Media Management - KEY SKILLS

✔ KNOWLEDGE OF VARIOUS SOCIAL MEDIA PLATFORMS (e.g. 
facebook, twitter, instagram, etc.)

✔ UNDERSTANDING OF DIGITAL MARKETING AND CONTENT 
CREATION

✔ COMPETENCY IN USING SOCIAL MEDIA MANAGEMENT TOOLS 
(e.g. hootsuite, sprout social)

✔ ABILITY TO CREATE AND MANAGE A CONTENT CALENDAR
✔ UNDERSTANDING OF SOCIAL MEDIA ANALYTICS AND METRICS
✔ ABILITY TO CREATE ENGAGING AND RELEVANT CONTENT FOR 

TARGET AUDIENCE.
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Emerging technologies for SMEs innovation
❑ Artificial Intelligence (AI)

❑ Internet of Things (IoT)

❑ 5G technology

❑ Blockchain

❑ Virtual and Augmented Reality (VR/AR)

❑ Robotic Process Automation (RPA)

❑ Edge Computing

❑ 3D Printing

❑ Wireless power transfer

❑ Big Data Analytics

❑ Cybersecurity 

❑ Drones and UAV technology CC BY-ND

https://creativecommons.org/licenses/by-nd/3.0/
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Emerging technologies for SMEs innovation

ARTIFICIAL INTELLIGENCE (AI)
AI enables automation and decision-making 
through machine learning algorithms

INTERNET OF THINGS (IOT)
IoT connects everyday devices to collect 

and exchange data to improve operations

5G TECHNOLOGY 
5G provides high-speed and low-latency 
connectivity for devices and services
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Emerging technologies for SMEs innovation

BLOCKCHAIN
Blockchain provides secure, decentralized 
and transparent data management for 
transactions

VIRTUAL AND AUGMENTED REALITY 
VR/AR technologies enhance experiences 

and learning through immersive 
environments

ROBOTIC PROCESS AUTOMATION
RPA automates repetitive and routine tasks 
to improve efficiency and accuracy
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Emerging technologies for SMEs innovation

EDGE COMPUTING 
Edge Computing processes data closer to 
the source to reduce latency and improve 
response time

3D PRINTING 
3D Printing allows for rapid prototyping and 

manufacture of products with reduced waste

WIRELESS POWER TRANSFER
Wireless power transfer enables remote 
power transfer without the need for physical 
connections
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Emerging technologies for SMEs innovation

BIG DATA ANALYTICS
Big Data Analytics processes and analyzes 
large amounts of data to uncover insights 
and trends

CYBERSECURITY SOLUTIONS 
Cybersecurity solutions protect against 

cyber threats and prevent data breaches

DRONES AND UAV TECHNOLOGY
Drones and UAV technology improve aerial 
surveillance and delivery capabilities.
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Examples • Read the examples and the 
descriptions

Match • Match each example with the description that 
best describes it

Review • Review the answers 

Discuss
• Discuss the answers and 

any differences with the 
classroom 

Match
Unit 2: SMEs innovation
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1. Use data visualization tools 

2. Implement strong password 

policies 

3. Conduct regular data backups 

4. Utilize cloud computing for data 

storage and collaboration

5. Invest in antivirus software 

6. Utilize customer relationship 

management software 

” 

a. Cybersecurity

b. Business Intelligence

c. E-Commerce

d. Data Management and Analysis

e. Cybersecurity

f. Cloud Computing

“ 
Match

Unit 2: SMEs innovation
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7. Implement website analytics 

tracking 

8. Develop targeted digital 

advertising campaigns 

9. Incorporate mobile optimization 

for website and applications 

10. Utilize SEO best practices 

11. Implement two-factor 

authentication 

12. Regularly update software and 

systems 

” 

a. Cybersecurity

b. Digital Marketing

c. Website Design and Development

d. Cybersecurity

e. Mobile Application Development

f. Website Design and Development

“ 
Match

Unit 2: SMEs innovation
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13. Create a mobile app for business 

14. Utilize email marketing 

15. Implement a CRM system for 

customer management 

16. Utilize predictive analytics for 

business decision making 

17. Create a disaster recovery plan 

18. Utilize social media analytics for 

performance measurement 

” 

a. E-Commerce

b. Business Intelligence

c. Mobile Application Development

d. Social Media Management

e. Digital Marketing

f. Data Management and Analysis

“ 
Match

Unit 2: SMEs innovation
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Unit 3: Digital Transformation

Digital transformation in SMEs

Digital transformation is the integration of digital technology into all areas 
of a business, resulting in fundamental changes to how the business 

operates and delivers value to customers. 
Small and medium-sized enterprises (SMEs) are increasingly recognizing 

the importance of digital transformation in order to stay competitive in 
today's fast-paced and constantly evolving business environment. 

With the rise of new technologies such as cloud computing, big data, and the 
Internet of Things, SMEs have the opportunity to adopt digital solutions that can 

help them streamline processes, improve customer experiences and drive growth. 
However, successfully navigating the digital transformation can be a challenge for 

SMEs, as they often face limited resources and a lack of in-house expertise. 
Nevertheless, by embracing digital technologies and developing a clear strategy, 
SMEs can reap the benefits of digital transformation and thrive in the digital age.
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Economic factors

Economic factors are driving the digital transformation as 
companies seek to stay competitive in a rapidly changing 

business landscape. 
This includes the rise of new market entrants, the changing 
nature of work and the increasing globalization of business 

operations. 
Companies are looking to adopt new technologies and digital 
business models to remain relevant and meet the changing 

needs of customers.

ECONOMIC FACTORS
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Unit 3: Digital Transformation

Technologicals factors

Technological factors are driving the digital transformation as 
new technologies become available and increasingly accessible. 

This includes advancements in computing and 
telecommunications technology, the growth of big data and 

analytics, the increasing adoption of cloud computing and the 
proliferation of IoT devices. 

Companies are investing in these technologies to drive 
innovation, improve efficiency and gain a competitive advantage. 

The increasing availability of AI and machine learning 
technologies is also playing a significant role, enabling 

companies to automate and streamline key business processes 
and make more informed decisions.

TECHNOLOGICAL FACTORS
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Economic factors

The shift towards a more decentralized, collaborative and global economy
The digital transformation is contributing to a move towards a more decentralized, 

collaborative and global economy. Companies are increasingly relying on digital technologies 
to break down geographical barriers and expand their reach to new markets and customers. 

The need for more efficient, cost-effective and flexible business processes 
Companies are seeking to streamline and optimize their business processes to reduce costs, 
improve efficiency and increase flexibility. This includes the adoption of digital technologies 
such as automation, artificial intelligence and the Internet of Things, which help businesses 

automate manual tasks, reduce operational costs and improve operational efficiency.

The changing customer expectations and behaviors
The digital transformation is driving changes in customer behavior and expectations. 

Customers are increasingly seeking convenient, fast and personalized experiences when they 
engage with businesses. Companies are looking to meet these changing expectations by 

investing in digital technologies that enable them to provide a more personalized, efficient and 
effective customer experience.
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Technological factors

Advances in computing and telecommunications technology
The rapid pace of technological innovation is driving the digital transformation. Advances in 
computing and telecommunications technology, such as the growth of cloud computing, the 
increasing speed and availability of mobile networks, and the rise of big data and analytics, 
are enabling companies to develop new digital business models and reach new markets.

Increasing Internet and mobile device penetration
The widespread adoption of the Internet and mobile devices is playing a key role in driving the 

digital transformation. With the rise of the mobile-first economy, companies are looking to 
develop mobile-friendly digital solutions that enable them to reach customers wherever they 

are and on whatever device they are using.

The rise of big data and analytics
The growth of big data and analytics is transforming the way companies operate. With the 
ability to collect, store and analyze massive amounts of data, companies are gaining new 
insights into customer behavior and market trends. This is enabling them to make more 

informed business decisions, improve customer experiences and drive innovation.
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Technological factors

The growing adoption of cloud computing
Cloud computing is playing a key role in the digital transformation by providing companies with 
the ability to store and access large amounts of data and applications over the Internet. With 
the ability to scale resources as needed, cloud computing is enabling companies to increase 

efficiency, reduce costs and improve flexibility.

The proliferation of Internet of Things (IoT) devices
The Internet of Things is transforming the way businesses operate by connecting devices and 

allowing them to share data and interact with each other. This is enabling companies to 
improve operational efficiency, reduce costs, and develop new business models based on the 

data generated by these connected devices.

The increasing availability of artificial intelligence (AI) and machine learning 
technologies

AI and machine learning technologies are enabling companies to automate and streamline 
key business processes, and make more informed decisions. With the ability to process large 

amounts of data, these technologies are helping companies to improve efficiency, reduce 
costs and drive innovation.
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These factors in the agri-food sector

The shift towards 
a more 

decentralized, 
collaborative and 
global economy

The agri-food sector is seeing 
a rise in direct-to-consumer 

sales through online 
marketplaces, enabling farmers 

to reach new customers and 
bypass traditional 

intermediaries.

The need for more 
efficient, 

cost-effective and 
flexible business 

processes

Farmers are using digital 
technologies such as precision 

agriculture and predictive analytics 
to optimize crop management and 
reduce waste, leading to improved 

efficiency and reduced costs.

The changing 
customer 

expectations and 
behaviors

The use of digital technologies such 
as food traceability systems is 
allowing consumers to access 

information about the origin and 
quality of their food, leading to 

increased demand for transparency 
and traceability.
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These factors in the agri-food sector

Advances in 
computing and 

telecommunicatio
ns technology

The use of drones and remote 
sensing technologies is 

enabling farmers to collect data 
on crop health and soil 

conditions, leading to improved 
decision making and increased 

efficiency.

Increasing 
Internet and 

mobile device 
penetration

The widespread use of 
smartphones and mobile 

applications is enabling farmers to 
access real-time information on 

weather, market prices, and other 
relevant data to make informed 

decisions.

The rise of big 
data and analytics

The use of big data and predictive 
analytics is allowing farmers to 
optimize crop management and 
make better use of resources.
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These factors in the agri-food sector

The growing 
adoption of cloud 

computing

The use of cloud computing is 
enabling farmers to store and 
access large amounts of data 

on crop management and 
market trends, leading to 

improved decision making.

The proliferation 
of Internet of 
Things (IoT) 

devices

The use of IoT devices such as 
sensors and connected devices is 
allowing farmers to monitor crop 

health and soil conditions in 
real-time, leading to improved crop 
management and reduced waste.
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The shift towards 
a more 

decentralized, 
collaborative and 
global economy

The waste management sector 
is seeing a rise in the use of 

recycling and composting 
technologies, enabling more 

sustainable waste 
management practices and 

reducing the need for landfills.

The need for more 
efficient, 

cost-effective and 
flexible business 

processes

The use of digital technologies such 
as route optimization software is 

helping waste management 
companies to streamline operations, 

reduce costs, and improve 
efficiency.

The changing 
customer 

expectations and 
behaviors

The use of digital technologies such 
as recycling app is leading to 

increased consumer awareness and 
demand for more sustainable waste 

management practices.

These factors in waste management
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Advances in 
computing and 

telecommunicatio
ns technology

The use of sensors and 
connected devices is enabling 
real-time monitoring of waste 
levels, leading to improved 

waste management and 
reduced waste.

Increasing 
Internet and 

mobile device 
penetration

The widespread use of mobile 
applications and cloud-based 
solutions is enabling waste 

management companies to access 
real-time data and improve decision 

making.

The rise of big 
data and analytics

The use of big data and predictive 
analytics is enabling waste 

management companies to optimize 
operations and reduce waste.

These factors in waste management
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The growing 
adoption of cloud 

computing

The use of cloud computing is 
enabling waste management 

companies to store and access 
large amounts of data on waste 

levels and management 
practices, leading to improved 

decision making.

The proliferation 
of Internet of 
Things (IoT) 

devices

The use of IoT devices such as 
sensors and connected devices is 

allowing waste management 
companies to monitor waste levels 
in real-time, leading to improved 
waste management and reduced 

waste.

These factors in waste management



97
181

Unit 3: Digital Transformation

Digital technologies in SMEs innovation

Improved access to 
information and data

Digital technologies allow SMEs 
to access and process vast 
amounts of data, providing 

insights into customer behavior, 
market trends, and other key 

business factors that can drive 
innovation.

Streamlined operations 
and processes

Digital technologies such as 
automation and cloud 

computing can streamline and 
simplify business processes, 

freeing up time and resources 
for innovation.

Enhanced collaboration 
and communication

Digital technologies such as 
collaboration tools and social 
media platforms can facilitate 

communication and collaboration 
within and across organizations, 
fostering a culture of innovation.

Digital technologies can facilitate innovation in SMEs in several ways:
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Digital technologies in SMEs innovation

Increased agility and 
flexibility

Digital technologies allow SMEs 
to rapidly adapt to changing 

market conditions and customer 
needs, increasing their ability to 

innovate.

Greater access to 
funding and investment 
Digital technologies such as 

crowdfunding and online 
marketplaces can provide 
SMEs with new sources of 
funding and investment, 
enabling them to bring 

innovative ideas to market.

Connectivity and global 
reach

Digital technologies allow SMEs 
to reach new customers and 

markets, fostering innovation and 
driving growth.

Digital technologies can facilitate innovation in SMEs in several ways:
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Big data in SMEs innovation

Big Data refers to the massive amounts of data that are 
generated, collected and processed by organizations. 
The data can come from a variety of sources, including 
social media, sensors, and transactional systems.

Big Data is playing an increasingly critical role in the digital age, providing organizations with the insights they need to make informed decisions, improve operations, and drive growth. By harnessing the power of Big Data, organizations can gain a competitive edge in a rapidly changing business landscape.
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Big data in SMEs innovation
Trends in Big Data:

Advancements 
in data storage 

and 
processing 
technology

Increasing use 
of artificial 
intelligence 

and machine 
learning

Growth of 
cloud 

computing and 
the Internet of 

Things

Emergence of 
Big Data as a 

service
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Big data in SMEs innovation

Advancements in data storage and processing technology
One of the key trends in Big Data is the rapid advancements in data 
storage and processing technology. Organizations are now able to store 
and process massive amounts of data in real-time, making it possible to 
extract meaningful insights from large and complex data sets.

Increasing use of artificial intelligence and machine learning
Another trend in Big Data is the increasing use of artificial intelligence (AI) and 
machine learning (ML). These technologies enable organizations to 
automatically identify patterns and relationships in data, making it possible to 
uncover new insights and drive innovation.
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Big data in SMEs innovation

Growth of cloud computing and the Internet of Things
The growth of cloud computing and the Internet of Things (IoT) is 
another trend that is driving innovation in Big Data. By leveraging 
the cloud, organizations can store and process vast amounts of 
data at scale, while IoT devices generate large amounts of 
real-time data that can be used to drive innovation.

Emergence of Big Data as a service
Finally, there is a growing trend of Big Data as a service, where 
organizations can access Big Data processing and analytics capabilities 
on a pay-per-use basis. This trend is making Big Data accessible to 
SMEs and other organizations that may not have the resources to build 
and maintain their own Big Data infrastructure.
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Big data in SMEs innovation

BENEFITS
Improving decision 

making through 
data-driven insights

Driving efficiency and 
productivity through 

data analysis

Fostering innovation 
through data-driven 

product development

Creating new business 
models and opportunities 
through data monetization
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Improving decision making through data-driven insights
One of the key ways that Big Data is influencing innovation is by 
improving decision making through data-driven insights. By analyzing 
large amounts of data, organizations can gain a deeper understanding of 
their customers, markets, and operations, and use that information to 
make better decisions and drive growth.

Driving efficiency and productivity through data analysis
Big Data is also driving efficiency and productivity through data analysis. 
By analyzing data, organizations can identify inefficiencies and bottlenecks 
in their operations, and take steps to improve performance and streamline 
processes.

Unit 3: Digital Transformation

Big data in SMEs innovation
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Fostering innovation through data-driven product development
Another way that Big Data is fostering innovation is by supporting data-driven 
product development. By analyzing customer behavior and preferences, 
organizations can identify new product opportunities and create products that 
are more closely aligned with customer needs.

Creating new business models and opportunities through data 
monetization
Finally, Big Data is creating new business models and opportunities through 
data monetization. By selling access to data, organizations can generate 
new revenue streams and support growth.

Unit 3: Digital Transformation

Big data in SMEs innovation
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OPPORTUNITIES

Improving customer 
insights and targeting
Big Data provides SMEs with 
access to vast amounts of 
customer data, enabling 
them to gain deeper insights 
into customer behavior and 
preferences. This information 
can be used to create 
targeted marketing 
campaigns, develop products 
that are more closely aligned 
with customer needs, and 
improve the overall customer 
experience.

Streamlining 
operations and 
improving efficiency
Big Data analytics can also 
be used by SMEs to 
identify inefficiencies and 
bottlenecks in their 
operations. By analyzing 
data, SMEs can identify 
areas for improvement and 
streamline processes, 
resulting in increased 
efficiency and improved 
productivity.

Unit 3: Digital Transformation

Big data in SMEs innovation
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OPPORTUNITIES

Identifying new business 
opportunities
Big Data can help SMEs 
identify new business 
opportunities by providing 
insights into market trends, 
customer behavior, and 
emerging technologies. This 
information can be used to 
inform new product and 
service development, and 
support growth in new 
markets.

Differentiating from 
competitors
By leveraging Big Data, 
SMEs can differentiate 
themselves from their 
competitors by providing 
more personalized 
products and services, 
and offering a more 
differentiated customer 
experience. This can 
help SMEs gain a 
competitive edge and 
grow their businesses.

Unit 3: Digital Transformation

Big data in SMEs innovation
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CHALLENGES

Lack of technical skills 
and expertise
One of the biggest 
challenges for SMEs in 
harnessing the power of Big 
Data is a lack of technical 
skills and expertise. SMEs 
may struggle to develop the 
in-house expertise needed to 
effectively analyze large 
amounts of data, or may find 
it difficult to hire employees 
with the necessary skills.

Limited access to data
Another challenge for 
SMEs is limited access to 
data. SMEs may struggle to 
obtain the data they need 
to make informed 
decisions, either because 
they do not have the 
resources to collect it 
themselves, or because 
they are not able to 
purchase it from other 
organizations.

Unit 3: Digital Transformation

Big data in SMEs innovation
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CHALLENGES

High costs associated 
with data storage and 
analysis
Storing and analyzing large 
amounts of data can also be 
expensive for SMEs, 
particularly if they do not have 
the infrastructure or resources 
to support these efforts. This 
can make it difficult for SMEs 
to harness the power of Big 
Data and realize its full 
potential.

Privacy and security 
concerns
Finally, privacy and 
security concerns can 
also be a challenge for 
SMEs in harnessing the 
power of Big Data. With 
the increasing amount of 
sensitive data being 
generated and stored, it 
is becoming increasingly 
important for 
organizations to ensure 
that this data is protected 
from unauthorized 
access and breaches.

Unit 3: Digital Transformation

Big data in SMEs innovation
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BEST PRACTICES

Developing a data 
strategy
Developing a data strategy is 
a crucial first step for SMEs 
in leveraging Big Data 
effectively. This strategy 
should outline the data that 
the organization wants to 
collect, how it will be stored 
and analyzed, and what 
insights it hopes to gain from 
this data.

Investing in data 
management 
infrastructure
SMEs must also invest in 
data management 
infrastructure in order to 
store and analyze large 
amounts of data effectively. 
This may involve investing 
in hardware, software, and 
staffing to support these 
efforts.

Unit 3: Digital Transformation

Big data in SMEs innovation
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BEST PRACTICES

Building in-house 
expertise
Building in-house expertise is 
another important best 
practice for SMEs in 
leveraging Big Data. This may 
involve hiring data scientists 
and data analysts, or investing 
in training and development 
programs to build the skills of 
existing employees.

Collaborating with 
external partners
Finally, SMEs can 
leverage Big Data more 
effectively by 
collaborating with 
external partners, such 
as data management 
companies, data analysis 
firms, or academic 
institutions. These 
organizations can 
provide the expertise, 
infrastructure, and 
support needed to make 
the most of Big Data.

Unit 3: Digital Transformation

Big data in SMEs innovation
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Unit 3: Digital Transformation

Data sharing in SMEs
Data sharing refers to the practice of making 
information available to others for a specific 
purpose. In a business context, data sharing often 
involves sharing sensitive or confidential information 
with employees, partners, or customers.

• Sharing customer data with third-party service providers for processing orders and shipping products.
• Sharing employee information with payroll and benefits providers.
• Sharing financial data with accounting firms for tax purposes.
• Sharing marketing data with analytics companies to track and analyze customer behavior.
• Sharing health data with healthcare providers for treatment purposes.
• Sharing project data with team members for collaboration.
• Sharing research data with academic institutions for publication.
• Sharing product data with suppliers for production and delivery.
• Sharing weather data with meteorologists for weather forecasts.
• Sharing data with government agencies for reporting purposes.

What is 
data sharing? 

EXAMPLES
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Data sharing in SMEs

IMPORTANCE

Protects sensitive 
information

By implementing responsible data 
sharing practices, SMEs can 

protect sensitive information from 
unauthorized access and use, such 

as customer personal data, 
financial records, and trade secrets.

Maintains customer trust 
and reputation 

Implementing responsible data 
sharing practices demonstrates a 
commitment to data privacy and 
security, which helps to maintain 

the trust of customers and protects 
the company's reputation.

of processes

Comply with data 
protection laws

SMEs must comply with data 
protection laws and regulations, 

such as the General Data 
Protection Regulation (GDPR) 
and the California Consumer 
Privacy Act (CCPA), to avoid 

legal penalties and fines.
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Data sharing in SMEs

IMPORTANCE

Avoids costly legal and 
reputational consequences 

Irresponsible data sharing can 
result in costly legal penalties and 

fines, as well as harm to a 
company's reputation, leading to 

potential loss of business and 
customers.

Supports innovation
By sharing data, SMEs can access 

new insights, technologies, and 
opportunities for growth and 

innovation.

Increases efficiency 
Responsible data sharing 
enables SMEs to share 
information quickly and 

effectively, increasing efficiency 
and collaboration among 
employees, partners, and 

customers.
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Irresponsible data sharing, such as 
a data breach or unauthorized 
access to customer information, 
can lead to a loss of customer trust 
and a decline in customer loyalty.

Irresponsible data sharing can result in 
legal penalties, fines, and lawsuits, 
particularly if the company violates data 
protection laws and regulations.

Irresponsible data sharing can also 
lead to loss of business 

opportunities, as customers and 
partners may choose to do 

business with companies that have 
a better reputation for protecting 

data privacy and security.

Irresponsible data sharing can harm a 
company's reputation and lead to negative 

publicity, affecting the company's brand and 
future business opportunities.

LOSS OF CUSTOMER TRUST

LEGAL PENALTIES

LOSS OF BUSINESS 
OPPORTUNITIES

REPUTATIONAL DAMAGE

Unit 3: Digital Transformation

Data sharing in SMEs

RISKS
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Data sharing in SMEs

Best Practices for Responsible Data Sharing in SMEs

✔ Establish clear policies and procedures

✔ Encrypt sensitive data during storage and transmission

✔ Ensure all employees are trained on data privacy

✔ Limit access to sensitive data to only those who need it

✔ Regularly monitor and audit data access and usage

✔ Implement strict security measures, such as firewalls and password policies

✔ Conduct risk assessments and regular security audits

✔ Ensure data privacy by using privacy-enhancing technologies

✔ Establish an incident response plan to handle data breaches
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Data sharing in SMEs

It involves creating a set of rules and 
processes for data handling, sharing and 
protection within the organization. This 
ensures that everyone knows how data should 
be handled and protects against accidental or 
intentional misuse.

Establish clear policies and procedures

01

Encryption helps protect sensitive 
data from unauthorized access or 
theft during storage or transmission.

Encrypt sensitive data during 
storage and transmission

02

All employees should be trained on the 
importance of data privacy and the 
specific policies and procedures in place 
to protect sensitive data.

Ensure all employees are trained on 
data privacy

03
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Data sharing in SMEs

Only authorized employees should 
have access to sensitive data to 
minimize the risk of accidental or 
intentional misuse.

Limit access to sensitive data to 
only those who need it

04

Regular monitoring and auditing 
helps identify any unauthorized 
access or misuse of sensitive data.

Regularly monitor and audit data 
access and usage

05

This helps protect against unauthorized 
access and hacking attempts.

Implement strict security measures 
(such as firewalls and password 
policies)06
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Data sharing in SMEs

Regular risk assessments and security 
audits help identify potential security 
vulnerabilities and ensure that security 
measures are effective.

Conduct risk assessments and 
regular security audits

07

Technologies like anonymization and 
data minimization can help protect the 
privacy of individuals whose data is 
being shared.

Ensure data privacy by using 
privacy-enhancing technologies

08

An incident response plan helps the 
organization respond quickly and effectively 
to data breaches, minimizing damage and 
ensuring that the breach is contained.

Establish an incident response plan to 
handle data breaches

09
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1. What are the benefits of big data in SMEs innovation?

2. What are the challenges of big data in SMEs innovation?

3. How can SMEs effectively utilize big data to drive innovation and 

growth?

4. What strategies can you implement to encourage and facilitate data 

sharing within your organizations?

” 

“ 
Quiz

Unit 3: Digital Transformation
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INNOVATION

✔ Innovation refers to the 
creation and application of 
new ideas, products or 
processes

✔ Innovation can happen within 
existing businesses or 
organizations and can be 
driven by individuals or teams. 

ENTREPRENEURSHIP
✔ Entrepreneurship is the process 

of starting a new business 
venture in order to make a 
profit.

✔ Entrepreneurship, on the other 
hand, involves identifying and 
exploiting a new business 
opportunity to bring an 
innovative idea to market.

VS

Entrepreneurship vs innovation
Unit 4: Business Models and Enterprises

In summary: Innovation is about creating new ideas, while entrepreneurship is about 
turning those ideas into successful businesses.
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Entrepreneurship and innovation in SMEs
Unit 4: Business Models and Enterprises

Innovation and entrepreneurship often 
work together to create dynamic SMEs. 
Entrepreneurs bring innovative ideas to 

market, while innovation helps these 
businesses grow and adapt to changing 

market conditions.

SMEs play a critical role in this process 
as they often bring new and innovative 
products and services to the market. By 

leveraging their agility and flexibility, 
SMEs are often able to quickly respond 

to changes in the market and create 
new business opportunities.

CC BY-ND

CC BY

https://creativecommons.org/licenses/by-nd/3.0/
https://creativecommons.org/licenses/by/3.0/


126
181

Entrepreneurship and innovation in SMEs
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A local farmer starts a hydroponic greenhouse to grow fresh 
produce year-round. This innovative approach to agriculture 

allows the farmer to produce high-quality produce more 
efficiently and respond to market demand for locally sourced 

food.
An entrepreneur creates a food delivery service that connects 

consumers with small, local farmers. The service uses a mobile 
app to allow customers to easily place orders and track delivery. 

This innovative business model is helping to support local 
farmers while providing consumers with access to fresh, 

locally-sourced food.

AGRI-FOOD SECTOR
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Entrepreneurship and innovation in SMEs
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A small waste management company develops a new recycling 
process that separates different types of plastics and increases 

the amount of plastic that can be recycled. This innovative 
solution helps to reduce waste and increase the recycling rate.

An entrepreneur starts a composting business that collects food 
waste from restaurants and turns it into high-quality compost. 

This innovative approach to waste management helps to reduce 
the amount of food waste going to landfills, while producing a 

valuable product for farmers and gardeners.

WASTE MANAGEMENT
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Business Model
Unit 4: Business Models and Enterprises

A business model is a blueprint for how a 

company creates, delivers, and captures 

value. It outlines the key components of a 

business, including its target market, value 

proposition, revenue streams, and cost 

structure. A well-designed business model 

can help a company to identify and pursue 

new opportunities, while avoiding costly 

mistakes and missteps.CC BY-SA-NC

https://creativecommons.org/licenses/by-nc-sa/3.0/
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Business Model
Unit 4: Business Models and Enterprises

CC BY-SA-NC
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Business Model
Unit 4: Business Models and Enterprises

Value Proposition
Customer Segments
Channels

Revenue Streams
Cost Structure

Key Resources

Key Activities

Key Partners

A well-designed business model outlines 

these key areas and helps a company to 

understand how it creates, delivers, and 

captures value. Understanding the business 

model is essential for entrepreneurs and 

startups to make informed decisions and 

achieve their goals.
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Business Model
Unit 4: Business Models and Enterprises

Value 
Proposition

Customer 
Segments Channels Revenue 

Streams

A unique offering that 
addresses a specific 

customer need or 
solves a problem. It 

includes the product or 
service features, 

benefits, and unique 
selling points.

The target market or 
customer base for the product 

or service. It includes the 
specific customer needs, 

preferences, and behaviors.

The methods used to 
reach and engage with 
customers, including 

online and offline 
marketing, sales, and 
distribution channels.

The sources of revenue for the 
business, including the prices of 
products or services, recurring 

fees, or commissions.
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Business Model
Unit 4: Business Models and Enterprises

Cost Structure Key Resources Key Partners Key Activities

The costs associated 
with operating the 

business, including 
product development 
costs, marketing and 
sales expenses, and 
operating expenses.

The assets and resources 
required to operate the 

business, including 
personnel, technology, and 

physical assets.

The key stakeholders 
and partners who 
contribute to the 
success of the 

business, including 
suppliers, distributors, 

and investors.

The core activities and processes 
that are critical to the success of 
the business, including product 

development, marketing and 
sales, and customer service.



133
181

Lean start-up methodology
Unit 4: Business Models and Enterprises

The Lean Startup methodology is a 
systematic approach to creating and 
developing new business models. It 
emphasizes the importance of rapid 
experimentation and iterative 
development in order to quickly validate 
or invalidate assumptions about customer 
needs and market demand.

It is designed to help entrepreneurs to:
✔ Build a product or service that 

customers actually want
✔ Reduce the risk of failure by 

validating assumptions early and 
often

✔ Get to market quickly and efficiently
✔ Learn from customers and 

adapt to their needs
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Lean start-up methodology
Unit 4: Business Models and Enterprises

The Lean Start-up methodology is based 
on the Build-Measure-Learn cycle, 

which is a continuous loop of iteration 
and improvement. 

The Build-Measure-Learn cycle is repeated 
until the product and business model have 
been validated, at which point the product 

can be launched and scaled. The Lean 
Start-up methodology emphasizes the 

importance of rapid experimentation and 
iteration in order to reduce the risk of failure 

and increase the chances of success.
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Lean start-up methodology
Unit 4: Business Models and Enterprises

CC BY
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Lean start-up methodology
Unit 4: Business Models and Enterprises

Build: In this step, entrepreneurs build a 
minimum viable product (MVP) that 
addresses a customer need or solves a 
problem. The MVP is a simplified version 
of the final product that is designed to be 
tested with real customers as quickly as 
possible.

Identify potential customers and 
understand their needs and pain points. 

This is done through customer 
interviews, surveys, and other forms of 

market research.
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Lean start-up methodology
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The Minimum Viable Product 
(MVP) is a product that is 
launched (with its essential 
features) to early-bird customers 
with the goal of gathering 
immediate feedback, which is then 
used to improve the product before 
it is launched officially to the 
public. 

The MVP concept has a
key role in agile development 
since the agile methodology 
depends on a frequent user
feedback loop to inform future 
product revisions and versions.
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Lean start-up methodology
Unit 4: Business Models and Enterprises

Measure: In this step, entrepreneurs 

measure the impact of the MVP on 

customers and gather feedback. This is 

done through surveys, customer 

interviews, and other forms of market 

research. 

The goal is to understand how well the 

MVP is solving the customer's problem 

and identify areas for improvement.
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Lean start-up methodology
Unit 4: Business Models and Enterprises

Learn: In this step, entrepreneurs 

analyze the feedback and data 

gathered in the Measure step and use 

it to make informed decisions about 

the product and business model. 

Based on the feedback, they may 

choose to pivot the product or 

business model, make changes to the 

MVP, or continue to iterate on the 

current approach.
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Create value
Unit 4: Business Models and Enterprises

The foundation of a successful business is creating value for 
customers. Understanding what customers want and need, and 

delivering products and services that meet those needs, is 
essential for building a loyal customer base and generating 

sustainable revenue. 

Creating value for customers is the 
foundation of a successful business. By 

understanding customer needs, 
developing a unique value proposition, 

delivering value, and measuring the 
impact of the value proposition, 

businesses can build a loyal customer 
base and generate sustainable revenue. 

CC BY-NC-ND

https://creativecommons.org/licenses/by-nc-nd/3.0/
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Create value
Unit 4: Business Models and Enterprises

.

Understanding the customer: Understanding customer needs, preferences, 
and behaviors is the first step in creating value. This requires conducting market 

research and engaging with customers through surveys, focus groups, and other 
methods.

Identifying customer pain points: Understanding the problems that customers 
are trying to solve or the challenges they face is critical for creating a product or 

service that truly delivers value.

Developing personas: Creating customer personas, or profiles of typical 
customers, can help businesses to understand their target market and make 

informed decisions about product development, marketing, and sales

Step 1: Understanding Customer Needs
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.

Creating a unique offering: A value proposition is the unique offering that a 
business provides to its customers. It should be designed to address a specific 

customer need or solve a problem.

Defining the benefits: The benefits of a product or service should be clearly 
defined and communicated to customers. These benefits should be relevant to 

the customer and address their specific needs and pain points.

Communicating the value proposition: The value proposition should be 
communicated clearly and consistently in all marketing and sales materials, 

including product descriptions, website copy, and promotional materials.

Step 2: Developing a Value Proposition
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.

Providing excellent customer service: Excellent customer service is essential 
for creating a positive customer experience and building customer loyalty. This 

includes responding to customer inquiries and concerns in a timely and 
professional manner.

Continuously improving the product or service: Continuously improving the 
product or service based on customer feedback and market trends is critical for 

delivering value and staying ahead of the competition.

Offering value-added services and products: Offering value-added services 
and products can help businesses to differentiate themselves from the 

competition and create additional value for customers.

Step 3: Delivering Value
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Create value
Unit 4: Business Models and Enterprises

.

Gathering customer feedback: Gathering customer feedback through surveys, 
focus groups, and other methods is essential for measuring the value that a 

business is delivering.

Analyzing customer behavior: Analyzing customer behavior, such as 
purchasing patterns and product usage, can provide valuable insights into the 

value that customers are perceiving.

Improving the value proposition: Based on the feedback and analysis, 
businesses should continually improve their value proposition to better meet 

customer needs and deliver greater value.

Step 4: Measuring Value
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Create value
Unit 4: Business Models and Enterprises

Best Practices
✔ Know your customer
✔ Focus on the customer experience
✔ Continuously innovate
✔ Provide value-added services and products✔ Communicate value effectively
✔ Measure and analyze customer feedback✔ Foster customer loyalty CC BY-SA-NC

https://creativecommons.org/licenses/by-nc-sa/3.0/
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Data-driven business models

Data-driven business models are 
business models that use data as a key 

input to make decisions, optimize 
processes, and drive revenue. 

✔ Improved decision making through data analysis
✔ Increased efficiency and productivity

✔ Better customer understanding and engagement
✔ Personalized offerings and experiences

✔ Data-driven innovation
✔ Competitive advantage

CC BY-SA

CC BY

https://creativecommons.org/licenses/by-sa/3.0/
https://creativecommons.org/licenses/by/3.0/
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Data-driven business models 

using data to make predictions about 
future outcomes, such as customer 
behavior, sales trends, and market 
conditions.

Predictive modelling

01

using data to identify and target specific 
customer segments with tailored 
products, services, and marketing 
messages.

Customer segmentation

02

using data to personalize products, 
services, and experiences for individual 
customers based on their preferences 
and behavior.

Personalization

03
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Data-driven business models 

using data to optimize business 
processes, such as supply chain 
management, pricing strategies, and 
marketing campaigns.

Optimization

01

using data to assess risk, make informed 
decisions, and minimize potential losses.

Risk assessment

02

using data to identify and prevent 
fraudulent activities, such as credit card 
fraud or insurance claims fraud.

Fraud detection

03
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DIGITAL 
TWINS

A cognitive enterprise uses data to 
inform its decision making, automate 
its processes, and enhance its 
customer experiences. It leverages 
data and AI to gain insights, make 
predictions, and take actions that 
drive growth and improve efficiency. 
The key difference between a 
traditional enterprise and a cognitive 
enterprise is that a cognitive 
enterprise uses data and AI to 
continuously learn, adapt, and 
improve.

Unit 4: Business Models and Enterprises

Cognitive enterprise
A cognitive enterprise is an organization that leverages artificial 

intelligence (AI) and machine learning (ML) technologies to improve 
decision making, automate processes, and enhance customer 

experiences.

CC BY-SA-NC

https://creativecommons.org/licenses/by-nc-sa/3.0/
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Relies heavily on the 
analysis of large amounts 
of data to inform decision 

making and automate 
processes.

Uses data and AI to 
understand customer 

needs and preferences, 
and provides personalized 

experiences.

Uses AI and ML to 
automate routine tasks and 

free up time for more 
strategic activities.

Uses data to continuously 
improve operations, 

processes, and customer 
experiences.

Quickly adapts to changing 
market conditions and 

customer needs by 
leveraging data and AI.

Data-driven Customer-foc
used

Continuous 
improvement

Intelligent 
Automation

Agile and 
Adaptive

Unit 4: Business Models and Enterprises

Cognitive enterprise
Main Characteristics:
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Uses data and AI to make 
more informed, accurate, 

and faster decisions.

Uses data and AI to 
understand customer 

needs and preferences, 
and provides personalized 

experiences.

Automates routine tasks 
and streamlines processes, 

freeing up time for more 
strategic activities.

Automates routine tasks 
and streamlines processes, 

reducing costs and 
increasing profitability.

Quickly adapts to changing 
market conditions and 

customer needs, staying 
ahead of the competition.

Improved decision 
making

Better 
customer 

experiences
Cost savings

Increased 
efficiency

Increased 
competitiveness

Unit 4: Business Models and Enterprises

Cognitive enterprise
Benefits:
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Impact of change in an organisation

Change can often be met with 
resistance from employees 
who are uncomfortable with 
new processes, systems, or 

ways of working.

Employees may experience a 
decrease in productivity as they 

adapt to new systems, processes, 
and ways of working.

Change can result in disruptions to 
normal operations and processes, 
leading to temporary inefficiencies.

Employees may choose to 
leave the organization due 

to the changes and the 
associated uncertainty.

Implementing change often 
incurs financial costs, such 

as training expenses, 
technology upgrades, and 

consultant fees.

Employee 
Resistance

Decreased 
Productivity

Loss of Employee 
Talent

Disruptions to 
Operations Financial Costs

Impact of change in an organization:
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How to foster change?

COMMUNICATION
Clearly communicate the purpose, goals, 
and benefits of the change to employees 
and stakeholders.

INVOLVEMENT
Involve employees in the change process 
and give them a sense of ownership and 

control.

TRAINING AND SUPPORT
Provide training and support to employees 
to help them adapt to new systems, 
processes, and ways of working.
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Unit 4: Business Models and Enterprises

How to foster change?

LEAD BY EXAMPLE
Senior leaders should model the behavior 
and attitudes they expect from employees 
during the change process.

REWARD AND RECOGNITION
Reward and recognize employees for their 

contributions to the change process and for 
embracing change.

FLEXIBILITY
Be flexible and open to feedback, and be 
willing to make adjustments to the change 
plan if needed.

“Encourage a growth mindset 
among employees and help 

them understand that change 
is a natural part of growth and 

development”
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Improved 
Employee 

Engagement and 
Satisfaction

Organizations may seek to 
improve employee 

engagement and satisfaction 
by creating a positive work 

culture that supports employee 
well-being and growth.

Cultural Alignment

Organizations may seek to align 
their culture with their values, 
mission, and brand to create a 

stronger, more consistent brand 
image and improve employee 

engagement.

Increased 
Innovation

Organizations can foster a culture of 
innovation by encouraging 

experimentation, risk-taking, and 
creativity, leading to new ideas and 

breakthroughs.

Unit 4: Business Models and Enterprises

Reasons for change
CULTURAL CHANGE
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Increased 
Efficiency and 
Productivity

Organizational changes can 
help streamline processes, 
reduce waste, and increase 

efficiency, leading to increased 
productivity and profitability.

Adaptation to 
Market Changes

Organizations may need to change 
their culture and processes to adapt 
to changing market conditions, new 
technologies, or regulatory changes.

Unit 4: Business Models and Enterprises

Reasons for change
ORGANIZATIONAL CHANGE
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Mergers and 
Acquisitions

Organizational changes can be 
necessary following mergers 
and acquisitions to integrate 

cultures, processes, and 
systems.

Responding to 
Crises

Organizational changes can be 
necessary in response to crises, 

such as natural disasters, economic 
downturns, or pandemics, to ensure 

the survival and stability of the 
organization.

Unit 4: Business Models and Enterprises

Reasons for change
ORGANIZATIONAL CHANGE
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Group work

Groups • Divide into groups of 4-5

Business 
Model • Read the business model provided

Analysis • Answer the following questions

Present • Present your analysis in 
3-5 minutes

Unit 4: Business Models and Enterprises
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"Vertical Farming" model

• Value Proposition: To provide fresh, locally grown, and pesticide-free 
produce to urban consumers, reducing food waste and transportation 
costs, and contributing to sustainable agriculture.

• Customer Segments: Health-conscious urban consumers and 
restaurants looking for locally sourced, fresh produce.

• Channels: Direct-to-consumer through online platforms and local 
farmers' markets, and to restaurants through distributors and 
wholesalers.

• Revenue Streams: Sales of fresh produce, subscriptions for regular 
deliveries, and partnerships with restaurants and distributors.

” 

“ 
Group work – Business Model

Unit 4: Business Models and Enterprises
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"Vertical Farming" model

• Cost Structure: Investments in vertical farming infrastructure and 
technology, salaries for technical and operational staff, energy costs, and 
marketing expenses.

• Key Resources: Vertical farming infrastructure, seed and plant 
propagation systems, technology, and personnel.

• Key Activities: Cultivating, harvesting, packaging, and delivering fresh 
produce, managing production and sales, and developing partnerships 
and marketing strategies.

• Key Partners: Technology providers, distributors and wholesalers, and 
restaurant partnerships.

” 

“ 
Group work – Business Model

Unit 4: Business Models and Enterprises
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1. What is the value proposition of the business model? How does it differentiate from 
competitors?

2. Who are the target customers and what are their needs and pain points?

3. What are the main revenue streams of the business model? How does it generate 
revenue?

4. What are the key partners and resources needed to make the business model work?

5. What are the main activities of the business model and how do they contribute to 
creating value for customers?

6. How does the business model create and capture value for the company and its 
stakeholders?

7. What are the key risks and challenges of the business model and how does the 
company address them?

8. What are the opportunities for growth and scalability of the business model?

” 

“ 
Group work – Questions

Unit 4: Business Models and Enterprises
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Unit 5: AI and Future Trends

AI technologies and applications

✔ Machine Learning (supervised, unsupervised, and 
reinforcement learning)

✔ Natural Language Processing (NLP) and language 
models (such as GPT-3)

✔ Computer Vision (image and video analysis)
✔ Robotics and Autonomous Systems
✔ Predictive Analytics and Predictive Maintenance
✔ Chatbots and Virtual Assistants
✔ Fraud Detection and Cybersecurity
✔ Healthcare and Medical Diagnosis
✔ Personalized Marketing and Customer Service
✔ Supply Chain Optimization and Predictive Logistics.

The most important AI technologies and applications include:



166
181

Si
de

 V
ie

w

Unit 5: AI and Future Trends

AI technologies and applications

a subset of AI that enables 
systems to learn and make 
predictions based on data 

without explicit programming.

MACHINE LEARNING 

a branch of AI that focuses on the 
interactions between computers 
and humans in natural language.

NATURAL LANGUAGE 
PROCESSING 

the application of machine 
learning algorithms and models 
to interpret and analyze visual 

data, such as images and 
videos.

COMPUTER VISION

the use of AI and robotics to 
develop systems that can 

perform tasks autonomously.

ROBOTICS AND 
AUTONOMOUS SYSTEMS
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Unit 5: AI and Future Trends

AI technologies and applications

the application of AI and data 
analysis techniques to make 

predictions about future events 
and trends.

PREDICTIVE ANALYTICS
AI-powered systems that can 

understand and respond to natural 
language queries, providing 

customers with personalized support 
and information.

CHATBOTS AND 
VIRTUAL ASSISTANTS

the use of AI algorithms and 
models to detect and prevent 

fraudulent activities and 
cyberattacks.

FRAUD DETECTION 
AND CYBERSECURITY

the application of AI algorithms 
and models to support medical 

professionals in diagnosing 
illnesses and providing 

personalized treatment plans.

HEALTHCARE AND 
MEDICAL DIAGNOSIS
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Unit 5: AI and Future Trends

Benefits for start-ups

In conclusion, AI has the potential to play a significant role in promoting 

innovation for start-ups, and start-ups that embrace AI have the opportunity to 

lead the way in creating innovative solutions and disrupting traditional industries.

PROBLEM 
SOLVING

AI technologies can be used to solve complex 
problems and find innovative solutions.

INCREASED 
EFFICIENCY AND 
PRODUCTIVITY

AI can automate repetitive tasks, freeing up time for 
employees to focus on higher-value activities, and 

improving the overall efficiency of the organization.

IMPROVED 
DECISION-M

AKING

AI can analyze large amounts of data and provide 
insights to support better decision-making.
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Unit 5: AI and Future Trends

Benefits for start-ups

NEW PRODUCT 
AND SERVICE 

DEVELOPMENT

AI can be used to create new products and services, 
such as personalized experiences, predictive 
maintenance, and real-time decision-making.

COMPETITIVE 
ADVANTAGE

Start-ups that embrace AI can gain a competitive advantage 
over traditional companies, and lead the way in creating 
innovative solutions and disrupting traditional industries.

COST 
SAVINGS

AI can reduce costs by automating processes, 
reducing errors, and improving overall efficiency.

BETTER 
CUSTOMER 

EXPERIENCES

AI can be used to provide personalized experiences for 
customers, and improve customer engagement and satisfaction.
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Unit 5: AI and Future Trends

Future trends
Human-like AI systems: The development of AI systems that can interact with humans in a more natural 
and human-like manner.

Explainability and accountability: The need for AI systems to be transparent and accountable, with 
the ability to explain their decisions and actions.

Integration with other technologies: The integration of AI with other technologies, such as the 
Internet of Things (IoT), blockchain, and 5G, to create new and innovative solutions.

Expansion to new industries and applications: The expansion of AI into new industries and 
applications, such as healthcare, education, and environmental sustainability.

Advancements in AI algorithms: The continued development and refinement of AI algorithms, 
such as reinforcement learning, generative adversarial networks (GANs), and deep learning.

Increased use of cloud-based AI: The growing trend of organizations utilizing cloud-based AI 
services and platforms, rather than building and maintaining their own AI infrastructure.

Responsible AI: The focus on the ethical and societal implications of AI, and the development of AI 
systems that are trustworthy, responsible, and aligned with human values.
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Key Takeaways

Key takeaways

Entrepreneurship and innovation are 
key components for creating new 

businesses and growth opportunities.

Human-centered design thinking 
process is an important method for 
generating new ideas and analyzing 
their potential for success.

Market analysis and value 
chain analysis are crucial 
for understanding the 
potential for a new 
product or service.

SMEs play a crucial 
role in the economy 
and can benefit from 
adopting innovation 
strategies.
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Key Takeaways

Key takeaways

Digital transformation can facilitate 
innovation in SMEs through the use of 

technology and data analysis.

Business models and enterprises can 
be transformed through innovation and 
entrepreneurship, leading to increased 
success.

AI and emerging 
technologies are 
important to consider 
for future growth and 
success in business.

A cognitive enterprise 
leverages advanced 
technologies such as AI and 
machine learning to enhance 
its processes, decision-making, 
and overall competitiveness,
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1. Why are IT skills important for SMEs innovation?
A. To reduce costs
B. To improve efficiency
C. To enhance customer experience
D. To all of the above

2. Which of the following is NOT a relevant area of IT 
skills for SMEs innovation?

A. Cloud computing
B. Data analysis
C. Marketing
D. Cybersecurity

3. What is a cognitive enterprise?
A. A business model based on AI
B. An organisation that uses AI to improve processes
C. A company that focuses on data-driven decision making
D. All of the above

Final Quiz 
Module 5: IT Skills to support SMEs innovation
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4. What is the main difference between innovation and entrepreneurship?
A. Entrepreneurship is about starting a new business, while innovation is about creating new 

products or services
B. Innovation is about creating new products or services, while entrepreneurship is about 

starting a new business
C. Innovation is about finding new solutions, while entrepreneurship is about taking risks
D. Entrepreneurship is about finding new solutions, while innovation is about taking risks

5. What is the role of AI in promoting innovation for 
start-ups?

A. To automate processes
B. To improve decision making
C. To enhance customer experience
D. All of the above

6. What is the purpose of a business model?
A. To outline the strategy for a company
B. To describe how a company creates and captures value
C. To provide a roadmap for growth

Final Quiz 
Module 5: IT Skills to support SMEs innovation
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7. What is the main objective of a data-driven business model?
A. To use data to inform decisions
B. To improve customer experience
C. To increase profits
D. To reduce costs

8. What is responsible data sharing?
A. Sharing data with the intention to benefit society
B. Sharing data with the intention to make a profit
C. Sharing data with no regard for consequences

9. What is the definition of SMEs?
A. Small and medium-sized enterprises
B. Significant market enterprises
C. Strong management enterprises
D. Strategic management enterprises

Final Quiz 
Module 5: IT Skills to support SMEs innovation
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10. What is the main objective of a data-driven business model?
A. To use data to inform decisions
B. To improve customer experience
C. To increase profits
D. To reduce costs

11. How do innovation and entrepreneurship work 
together to create dynamic SMEs?

A. Entrepreneurship provides the drive to create new 
products or services, while innovation provides the 
means to improve existing products or services

B. Innovation provides the drive to create new products or 
services, while entrepreneurship provides the means to 
improve existing products or services

C. They don’t work together

Final Quiz 
Module 5: IT Skills to support SMEs innovation
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Group work

Groups • Divide into groups of 4-5

Questions • Read the questions that you should address in 
order to create a business model

Business 
model

• Develop a business model for the 
agri-food or waste management 
sector, using digital tools and 
solutions

Present • Present your case study 
in 5 - 7 minutes

Module 5: IT Skills to support SMEs innovation
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1. Value Proposition: What unique value does your product or service offer to customers?
2. Customer Segments: Who are your target customers, and what are their needs and 

pain points?
3. Channels: How will you reach and engage with your customers (e.g. online, in-store, 

through partners, etc.)?
4. Revenue Streams: How will you generate revenue from your customers (e.g. through 

sales, subscriptions, advertising, etc.)?
5. Key Resources: What resources (e.g. people, technology, assets, partnerships) do you 

need to bring your value proposition to market?
6. Key Activities: What are the key activities (e.g. product development, marketing, sales, 

customer support) that must be performed to bring your value proposition to market?
7. Key Partners: Who are the key partners (e.g. suppliers, distributors, technology 

providers, etc.) that can help you bring your value proposition to market?
8. Cost Structure: What are the key costs associated with bringing your value proposition 

to market, and how will you cover these costs (e.g. through revenue, investment, loans, 
etc.)?

” 

“ 
Group work – Questions

Module 5: IT Skills to support SMEs innovation
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Centro Informazione Educazione allo Sviluppo 
(CIES) Onlus

Via Merulana 198 - 00185

Rome - Italy 

Tel. +39 06 77264636 / +39 06 77264638

Website: https://www.cies.it/progetti/mysea/
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